NudopmannonHas namMsTKa /151 00y4AKIIMXCH sl pa3MelleHusl Ha
opunuanbubix UHTEpHET-pEcypcax

C KaXXIbIM TOI0M MOJIOZIC)KH B HHTEPHETE CTAHOBUTCS OOJIbIIE, a IIKOJBHUKHU - OJTHH M3 CaMbIX
aKTUBHBIX TMoyb3oBarenel Pynera. Mexay TeMmM, [OMHMO OrpPOMHOIO  KOJM4YECTBa
BO3MOXHOCTEH, VHTepHEeT HeceT u mpoOsieMbl. JTa maMsTKa JTOJKHA MMOMOYb Tebe 0e30macHo
HAXOJHUTHCS B CETH.

KomnbiotepHbie BUPYChI

KommeioTepHsiii BUpyC — 3TO Pa3HOBUAHOCTb KOMIBIOTEPHBIX IMPOTPAMM, OTJIMYUTEIBHOM
0COOEHHOCTBIO KOTOpOW SIBISIETCS CHOCOOHOCTh K Pa3MHOKEHHIO. B nomonneHne k 3Tomy,
BUPYCHl MOTYT TIOBPEAMTb WM TIOJHOCTHIO YHHUYTOXHUTH Bce (ailibl W JaHHEBIE,
MOJIKOHTPOJIBHBIE TOJIB30BATEI0, OT UMEHH KOTOPOTro OblIa 3aIlyleHa 3apakEHHas IporpaMMma,
a TaKXKe IMOBPEIUTh WIW JlaKe YHUUYTOKUTH OINEPALMOHHYIO CHUCTEMY CO BceMH (aiiamu B
1esioM. B GonbIIMHCTBE CllyyaeB pacrpoCTpaHsIOTCs BUPYCHl yepe3 HTepHeT.

MeToabl 321IMTHI OT BPEIOHOCHBIX NIPOrPaMM:

1. Ucnionb3yit cOoBpeMeHHbBIE ONEPallMOHHBIE CHCTEMBbI, HMEIOLINE CEPbE3HbI YPOBEHDb 3aIUTHI
OT BPEIOHOCHBIX MTPOrPaMM.

2. TlocrosiHHO ycTaHaBiuMBaik maytH (UMQpOBBIE 3amjaaTkd, KOTOPbIE ABTOMATHYECKU
YCTaHABIMBAIOTCA C LEJNbI0 JOpabOTKM MporpaMMbl) U Jpyrue OOHOBIIGHUS CBOEH
ornepanuoHHoN cucteMbl. CKaunBail X TOJIBKO ¢ OpUIMATIBHOTO caifta paspadoTunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIICHUS, BKJIFOUHU €TO.

3. Paboraii Ha cBOeM KOMITBIOTEpE TOJ MIPaBaMHU MOJIb30BATENsA, @ HE aJJMHHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAJLTUPOBATHCS HA TBOEM MEPCOHATHLHOM
KOMITBIOTEPE.

4. Hcnonb3ylh aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI HM3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKHM OOHOBIICHHEM 0a3.

5. Orpanuub PU3NUECKUI TOCTYI K KOMIBIOTEPY Al IOCTOPOHHUX JIHII.

6. Vcrnonp3yil BHEIIHHE HOCUTETH WH(POpPMALMHU, Takhe Kak (Quiemka, AUCK wiu ¢ain u3
WuTepHeTa, TONBKO U3 MPOBEPEHHBIX HCTOYHHUKOB.

7. He oTkphIBali KOMIBIOTEpHBIE (DaiiiIbl, MONTyYEHHBIE U3 HEHA/IEKHBIX MCTOYHHKOB. Jlake Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HAKOMBIH. Jlyuriie yTouHH y HEro, OTHpPaBIIsI I OH TeOe ux.
Cern WI-FI

Wi-Fi - 3T0 He BuJ Iepeaadn TaHHbBIX, HE TEXHOJIOTHS, a BCEro JUIIbL OpeH, mapka. Eme B 1991
roAy HHUJEpIaHAcCKas KommaHus 3apeructpupoBaia Openn «WECA», 4ro o603Hadano
cnoBocoueranne «Wireless Fidelity», kKoTopbIii mepeBOaUTCS KaKk «OECHpPOBOJHAS TOYHOCTHY.
Jlo Hamero BpeMeHH JoIuIa apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW )K€ TEeXHOJOTHEH.
Oto ab6peBuatypa «Wi-Fi». Takoe Ha3BaHue OBLIO JAaHO C HAMEKOM Ha CTaHIApT BBICIICH
3BykoBoW TexHuku Hi-Fi, 4To B mepeBoje O3HA4aeT «BBICOKAs TOYHOCTHY». Jla, OecruraTHBIMI
MHTEPHET-I0CTYI B Kade, OTeNsIX U adporopTax sIBISETCS OTIUYHON BO3MOXKHOCTBIO BBIXOJA B
Wutepner. Ho MHOrme skcmepThl cuuTaroT, 4to obOmenoctynHsle WiFi cetn He sBistoTCS
0€30MacCHBIMH.

CogeTbl 110 6€301aCHOCTH NIPH padoTe B 001Ie10cTYNHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyr nHpopMmaiuo depe3 odmenoctymnubie Wi-Fi cetun. PaboTas B
HUX, JKEJIaTeIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTUHBI U KAKUE-TO HOMEpa.

2. Ucnons3yii um OOHOBJISAH aHTHUBUPYCHBIE NIPOrpaMMbl U OpaHaMayep. TeM caMbIM Tbl
oGe3omnacuib celst OT 3aKaYKH BHPYyCa Ha TBOE YCTPOMCTBO.

3. Ilpu ucnonwszoBannu Wi-Fi otkimroun ¢yHknuo «OO0muid 1ocTym K daiaaM U MPUHTEPAMY.
JlanHast (yHKIMS 3aKpbITa 110 YMOJYAaHUIO, OJTHAKO HEKOTOPHIE MOJBb30BATEIN AKTUBUPYIOT €€
JUTsl y100CTBa MCTIOB30BaHMs B paboTe miH yueoe.

4. He ucnons3yit myonuuneiid Wi-Fi U1 nepegaun JTUUHBIX JaHHBIX, HAIIPUMED, A7 BBIXOJa B
COLIMaTIbHBIE CETH WUJIH B 3JICKTPOHHYIO MOYTY.

5. Ucnonp3yit Tonpko 3amuiierHoe coeannenue depe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBOAM UMEHHO «https://».

6. B moOmibHOM Tenedone otkmoun ¢yaknuio «llogkmoyenne k Wi-Fi aBromarnueckn». He
JIOITyCKall aBTOMAaTUYECKOTro MOAKIIOUEHUs ycTpoiicTBa Kk ceTsiM Wi-Fi Ge3 TBoero cornacusi.
ConuanabHble CeTH




CouuanbHble CeTH AaKTUBHO BXOAT B HAIly XH3Hb, MHOTHE JIIOAM pabOTalOT M KUBYT Tam
nocrosiHHO, a B Facebook yke 3aperucrpupoBaH MWLIMAp] YEJIOBEK, YTO SIBJISIETCS OJHOMN
celbMOM BCeX JKUTeJel IutaHeThl. MHOrMe MoJib30BaTeId HE MOHUMAIOT, 4TO HH(OpMarus,
pa3MelIeHHast UMY B COLIMATIbHBIX CETSX, MOXKET ObITh HaliJIeHa U UCIIOJIb30BaHa KEM YrOJIHO, B
TOM YHCJIe He 00513aTeNIbHO ¢ O1ariMHU HaMEepEHHUSIMHU.

OCHOBHBIE COBETBI 110 0€30MACHOCTH B COLUAIbHBIX CETAX:

1. Orpannup crucok japy3ei. ¥ 1edsa B ApYy3bsX HE JOJDKHO OBITh CIyYailHbIX M HE3HAKOMBIX
JIOJCH.

2. 3amminail cBOIO YacTHYIO >kKM3Hb. He ykasbiBail mapoinu, TenedoHsl, ajapeca, AaTy TBOETO
POXKICHUSI U JAPYTyH JUYHYIO MHGOpPMaLUIO. 3JO0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Ja)Ke
MH(POPMALIMIO O TOM, KaK Tl M TBOM POAMTENHN IUIAHUPYETE MPOBECTU KAaHUKYJIBI.

3. 3amumiai CBOIO pEIyTaIuio - JEPKH €€ B YUCTOTE W 3a7aBail cebe BOIpOC: XOoTen ObI THI,
4yTOOBI ApYyrue NOJb30BATENM BHUJIENM, YTO Thl 3arpyxaems? Ilomymail, mpexnae yem 4YTo-TO
OIy0JIMKOBATh, HAMUCATh U 3arPy3UTh.

4. Ecin TBl TOBOpUIIB C JIIOJbMH, KOTOPBIX HE 3HA€llb, HE MCIIOJIb3YH CBOE PEANBHOE UMS U
JPYTYIO JTUYHYIO HHPOPMAIMK: UMsI, MECTO KHUTEJIbCTBA, MECTO YUeObl U IIpoYEe.

5. MN30beraii pasmemienus ¢otorpaduii B MHTepHeTe, rae Thl M300pakeH HAa MECTHOCTH, IO
KOTOPOH MOYHO OIIPENEIUTh TBOE MECTONOJI0KEHHE.

6. Ilpu peructpanuu B COLMAIBHOW CETH HEOOXOIMMO HCIOIB30BaTh CIOXKHBIE MHapoJIy,
cocrosme u3 OyKB v IU(P U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE 8.

7. s conuanbHOM CeTH, MOYTHl U APYTUX CaHTOB HEOOXOJMMO HUCIOJIB30BATh Pa3HbIE MAPOJIH.
Toraa ecnu Te0s B3JI0MAIOT, TO 3JIOYMBIIUIEHHUKH IOJIy4aT JOCTYI TOJIBKO K OJIHOMY MECTY, a
HE BO BCE cpasy.

JJIeKTPOHHbBIE IeHbI' U

DJNEeKTPOHHBIE JEHBIM — 3TO O4YeHb YJOOHBIH CrMOCcOO IIaTexel, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TH JE€HbIH. DJIEKTPOHHbIE JE€HBI'U MOSBUIUCH COBCEM
HEJaBHO Y MMEHHO M3-3a 3TOr0 BO MHOT'MX I'OCyJapcTBax A0 CUX IIOp HE IPOIMUCAHO PO HUX B
3akoHax. B Poccum xe OHM (PYHKIMOHUPYIOT U O HUX YK€ IPONHUCAHO B 3aKOHE, II€ UX
pa3fesAloT Ha HECKOJIBKO BUAOB — AaHOHMMHBIE M HEaHOHMMHblE. Pa3Huma B TOM, 4TO
aHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi NPOBOAUTH omnepauuu 0e3 uAeHTU(UKAILUU
[0JIb30BaTENsl, @ B HEAHOHUMHBIX HJCHTU(UKAIMS I0JIb30BaTeNs SBJISIETCS 00s3aTeIbHOM.
Takxe cienyer pa3nuyarh 3JEKTPOHHbIE (PUATHBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BAJIIOTaM)
U 3JICKTPOHHBIE He(HUATHBIE ACHBI'H (HE paBHBI TOCYAaPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETBI 110 §€301acHO0Ii padoTe ¢ 3JIeKTPOHHbIMH ICHbIAMH:

1. IlpuBsku K cyery MOOWIBHBIM TenegoH. DTO camblii yA0OHBIM M OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JOCTyNl K cueTy. llpuBsizanHbili TenedoH MoMoXeT, ecinu 3alynenib CBOM
IJIATEKHBIN [1apOJIb WU 3alIe1Ib HA CAaUT C HE3HAKOMOI'O YCTPOUCTBA.

2. WUcnonb3yit omHopa3oBeie mapoiu. [lociie mepexona Ha yCUIIEHHYIO aBTOPH3AIMIO TeOE yKe
He OyJIeT yrpoXkarh OIacHOCTh KPaXXH WM NepexBaTa IIaTeKHOTo MapoJls.

3. BeiOepu cnoxublii naponb. IlpectynHukam Oyzaer He MPOCTO yraaaTh CIOXKHBIM Mapoiib.
HanexHble naposu — 3T0 Mapoju, KOTOPBIE COAEPKaT HE MEHee 8 3HAKOB M BKIIHOYAIOT B ceOs
CTPOYHbIE U TMPOMHCHbIE OYKBbI, IU(PPHI U HECKOJbKO CHMBOJIOB, TaKME€ KaK 3HAaK JoJuiapa,
¢byHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hapumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIELLb.

DJICKTPOHHAsI N0YTAa

DJEeKTpOHHAsl MOoYTa — 3TO TEXHOJOTHS M IMPEAOCTaBISIEMblE €0 YCIYTd IO MEPEChUIKE U
MOJIYYEHUIO SJIEKTPOHHBIX COOOILIEHUH, KOTOpBIE DPACHPEIENSIOTCS B KOMIBIOTEPHOH CETH.
OO6b14HO AJIEKTPOHHBIN IIOYTOBBIA  SAIMMK  BBINNIAAAT  CIEAYIOLIMM oOpa3zom:
UMS_TOJIB30BaTEesI(@KUMs_JioMeHa. Taikke KpoMme Iepefjadyd HpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTb IepeaaBaTh (ailiibl.

OcHOBHBIE COBETHI 110 6€301ACHOi paboTe ¢ IJICKTPOHHOM II0YTOM:

1. Hapo BbIOpaTh mnpaBUiIbHBIA IOYTOBBIA cepBUC. B HHTEpHETE €CTh OTPOMHBIN BbHIOOD
OecIulaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle JOBEPATh TEM, KOTO 3HACllb M KTO MEPBbI B
peUTHHreE.

2. He yka3piBail B JuuHOW mouTe JuuyHyro uHpopmanuto. Hampumep, nyuiie BbIOpaTh
«MY3BIKATBHBINA _(haHaT@» uiu «pok2013» BmecTo «Ttemal 3.

3. Wcnonp3yil OBYyX3TalHY!0 aBTOPU3ALMIO0. JTO KOIZla IOMHUMO IapoJjisi HYXHO BBOIWUTH KOZ,
npucbuIaeMblil mo SMS.




4. Boibepu cioxHBIN Mapoiib. s KaXa0ro moYTOBOTO SIIMKA JAODKEH OBITh CBOM HAC)KHBIM,
YCTOMYUBBIN K B3JIOMY MapoOJib.

5. Ecmm ectb BO3MOXHOCTH HAmMCaTh CaMOMY CBOM JIMYHBIA BOIIPOC, HCIIOJIB3YH OTYy
BO3MOKHOCTb.

6. Mcnonp3yii HECKOJIBKO MOYTOBBIX SUIMKOB. [lepBblil Uil 4acTHON NEpPEenucKu ¢ ajapecaTamu,
KOTOPBIM THI JIOBEPSICIIh. DTO AJICKTPOHHBIN aapec He HaJI0 MCIOIb30BaTh MIPH PETHCTPALUM Ha
dopymax u caifrax.

7. He oTtkpwiBaii (aiiel U Ipyrue BIOKEHHS B MUChMax, Ja)Ke€ €CIM OHM IMPHUIIUIA OT TBOMX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (Daiiibl.

8. Ilocre oxoHYaHus pabOTHI HA MOYTOBOM CEPBHUCE TMEpe] 3aKPHITHEM BKJIAIKU C CAUTOM HE
3a0y/1b HAXKATh Ha «BBIATHY.

Ku6epOy/uIMHT HJIM BUPTYaJIbHOE M3/1€BaTEJIbCTBO

KI/I6ep6yJ'IJII/IHF — HpeciIca0BaHnC COO6I.I.[CHI/ISIMI/I, COACPpIKAIITUMU OCKOp6J'IeHI/ISI, arpeccuro,
3allyruBaHUC; XYJIMTI'aHCTBO, COLMAJIbLHOC 601\/’IKOTI/IpOBaHI/Ie C MOMOMIBIO PAa3JINYHBIX UHTCPHET-
CCPBUCOB.

OcHOBHBbIE COBETHI 110 00pble ¢ KHOEPOYJIJIMHIOM:
1. He Opocaiicsa B 60ii. JIyumuii crioco6: mocoBeTOBaThCs, Kak ceOsi BECTU U, €CITU HET TOTro, K

KOMYy MOXXHO OOpaTuThCsi, TO BHauyaje YyCHOKOUThCcs. Ecau Thl HayHelIb OTBEYaTh
OCKOpPOJIEHUSIMH Ha OCKOPOJICHHS, TO TOJIBKO €111e OOJIbIIe pa3oiKellb KOH(IMKT.

2. YrpaBnsii cBoel KuOeppenmyTammei.

3. AHOHMMHOCTB B ceTH MHUMasl. CyIeCTBYIOT CIIOCOObI BBISICHUTB, KTO CTOUT 332 AaHOHUMHBIM
aKKayHTOM;

4. He crout BecTH XyJMIaHCKMHA 00pa3 BUPTyalbHOH ku3HU. VIHTEpHET (UKCHpYET Bce TBOU
NENCTBUS U COXpaHsIEeT UX. Y JAIUTh UX OyJIeT KpailHe 3aTpyJHUTEIbHO.

5. CoGumros1ait CBOIO BUPTYAJIbHYIO YECTh CMOJIOJLY.

6. UrHopupyit eaunuuHbli HeratuB. OJIHOPa30Bble OCKOPOUTENbHBIE COOOIICHUS JIyyllle
UrHopupoBaTb. OOBIYHO arpeccus MpeKpallaeTcst Ha HaYaJlbHOW CTaIUH.

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMU B COITMATIBHBIX CETSIX
€CTh BO3MOXHOCTb OJIOKUPOBKHU OTIIPABKH COOOILIEHUH C ONPEeICHHbBIX aJPECOB.

8. Ecnu 1Bl cBuzerenb kubepOysuinHra. TBOM JNeMCTBUS: BBICTYNUTh MPOTUB MpECiieloBaTeNs,
[I0OKa3aThb €My, YTO €ro JEHCTBUS OLCHMBAIOTCS HEraTUBHO, MOJAEpXKaTb >KEPTBY, KOTOPOU
HY’KHa IICUXOJIOTHYECKasi MOMOIIb, COOOIIUTh B3pOCIBIM O (haKTe€ arpecCUBHOIO MOBEICHUS B
CETH.

MoOnabHbIi Te1ed)oH

CoBpemeHHble cMapTHOHBI U IUIAHLIETHI COAEepXkKaT B cebe BIIOJIHE B3pOCibIil (QyHKIMOHAT, U
TeNnepb OHU MOTYT KOHKYpPHpPOBaThb CO CTAallMOHApHBIMU KoMIbloTepamu. OJHAKO CpeiCTB
3alUTHl 7151 TOJOOHBIX YCTPOMCTB IOKa OYEHb Majio. TecTupoBaHHE M MOUCK YSI3BUMOCTEH B
HUX IPOUCXOJUT HE Tak MHTeHcHBHO, Kak i IIK, To ke camoe kacaercs M MOOMIJIBHBIX
npuioxeHnid. CoBpeMeHHble MOOMIIbHBIE Opay3epbl yKe NMPakTHUYECKH JOTHaIM HAaCTOJbHbIE
aQHAJIOTH, OJIHAKO pacmupeHue (yHKIMOHAIA BIEYET 3a €000 OONBIIYIO CIIOKHOCTh |
MEHBIIYI0 3aIlMIICHHOCTh. Jlameko He Bce NPOU3BOJMUTENM BBITYCKAIOT OOHOBJICHUS,
3aKpbIBAIOLINE KPUTUYECKUE YSA3BUMOCTH JJIsi CBOMX YCTPOUCTB.

OcHoOBHBIE COBETHI /i1 0€30I1ACHOCTH MOONJIBLHOIO Teaedona:

1. Huuero He sBisercs mo-HacTosimieMy OecIulaTHBIM. Bynb ocTopokeH, Beap Korna tebe
IpeJylaratoT OeCIUIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKHEe-TO IJIATHBIE YCIYTH.

2. lymaii, npexze yem otnpaBuTbh SMS, ¢poto unu Bujgeo. Tol TOUHO 3HAEIIb, I1€ OHU OYAYT B
KOHEYHOM HTOre?

3. Heo0x01umMo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(oHa.

4. Vicnionb3yil aHTUBUPYCHBIE POTPAMMBbI JJIs1 MOOUIIBHBIX TeJIe(OHOB.

5. He 3arpyxail mpuioxeHHsi OT HEU3BECTHOTO HCTOYHHMKA, BEAb OHU MOTYT COZIEpXkaTb
BPEJIOHOCHOE MPOrpaMMHOE 00ecTieYeHue.

6. [Tocne TOro Kak Thl BBIWJEIID C cailTa, I7ie BBOAMII JIMYHYIO HH(POPMAIIHIO, 3ai11i B HACTPOIKU
Opaysepa u ynanu cookies.

7. Ilepuoaunuecky MpoBepsii, Kakue IUIaTHbIE YCIIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE.

8. JlaBaii cBOIl HOMep MOOMJIBHOrO Tejae(oHa TONBKO JIOASM, KOTOPBIX Thl 3HAellb U KOMY
JIOBEpsieIIb.

9. Bluetooth momkeH ObITh BBIKIIOUEH, KOTJAa Thl UM He moiib3yembcsi. He 3a0biBail mHOT/IA
IIPOBEPSATH 3TO.




Online urpsi

CoBpeMeHHbIe OHJIAH-UTPBI — 3TO KPACOUHBIE, 3aXBaThIBAIOIINE Pa3BICUEHUS, 0ObEIUHSIIONINIE
COTHHM TBHICSY YEJIOBEK 10 BceMy MHpY. MIrpOKH HCCIeAyIOT JaHHBIM UM MHp, OOIIAI0TCs IPYT C
JPYTOM, BBIMOJHSIOT 3aJjaHusl, CpaXKaroTCsl ¢ MOHCTPaMH M IOJY4aloT OMbIT. 32 YIAOBOJIbCTBHE
OHU IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT aDOHEMEHT WJIM NMPHOOPETaIoT Kakue-To onuuu. Bee
3TH CpEACTBa WAYT Ha MOJAJIEp’)KaHUWE U Ppa3BUTHE WIPHI, a TAaKXKe Ha caMy O€30MacCHOCTH:
COBEpPILEHCTBYIOTCSI CUCTEMbI aBTOPH3AllUH, BBITYCKAIOTCS HOBbIE MaTyd (LHU(POBbIE 3aIIaTKH
JUIS TIPOTPaMM), 3aKpBIBAIOTCS YSA3BUMOCTU CEpBEPOB. B M0I0OHBIX UIpax CTOUT OIacaThCsl HE
CTOJIbKO CBOUX COIIEPHUKOB, CKOJIBKO Kpa)KH TBOETO IapoJjisi, HA KOTOPOM OCHOBaHA CUCTEMA
aBTOpU3aLMU OOJBIIUHCTBA UTP.

OcHOBHBIC COBETHI 110 (€30I1ACHOCTH TBOEI0 HTPOBOr0 AKKAYHTA:

1. Ecniu npyroit urpok BeneT cels II0X0 WM CO3JaeT Te0e HEeNpUATHOCTH, 3a0JI0KUPYH €ro B
CIIMCKE UTPOKOB.

2. Iloxanmyiics aIMMHHMCTPAaTOpaM HWIPHl HAa IUIOXO€ IOBEIACHUE 3TOT0 HIPOKa, KEIATEIBHO
IIPWIOKUTH KaKHE-TO I0KA3aTeIbCTBAa B BUJI€ CKPUHOB.

3. He ykaspiBaii nuunyto uHGopManuio B mpodaiiiae urpol.

4. YBaxail Ipyrux y4acTHUKOB IO UIPE.

5. He ycranaBnuBaii Heo(UIIMaIbHbBIE TATYA U MOJIBI.

6. Mcnionp3y#l CII0KHBIE U Pa3HbIE APOJIH.

7. Jlaxke BO BpeMsl UTPbl HE CTOUT OTKJIKOYaTh aHTUBUPYC. I1oKka ThI Urpaenip, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIuHON Kpakeil eHer M JOKYMEHTOB CErOf[HsS Y)K€ HHKOI'O HE YAWBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJOTUN  3JIOYMBIIJICHHUKH [E€PEMECTUINCh, B VIHTEpHET W MpOJOJKAIOT
3aHUMATBHCS «WIIOOUMBIMY J1esIoM. Tak MosBUIIaCh HOBAs yrpo3a: MHTEPHET-MOIIEHHUYECTBA WU
¢GuImMHr, T1aBHas 1LeJdb KOTOPOrO0 COCTOMT B MOJMYYEHMH KOH(UISHIMAIbHBIX JaHHBIX
NoJIb30BaTeneld — JIOruHoB U naposieil. Ha anrmuiickom si3bike phishing unTtaercs kak ¢ummuHr
(ot fishing — pwiOHast 0B, password — MmapoJib).

OcHoBHBIE COBETHI 10 00pBLOe ¢ GPUIMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii Thl mojo3peBaelib, YTO TBOS aHKETa Oblja B3JIOMaHa, TO
HE00X0MMO 3a0JI0KMPOBATh €€ U COOOIIUTh aJAMUHUCTPATOpaM pecypca 00 3TOM Kak MOXKHO
CKopee.

2. Ucnonb3yii 6e3onacHble BeO-CalThl, B TOM YHCJIE, MHTEPHET-Mara3uHoB U MIOMCKOBBIX CUCTEM.
3. Ucnonw3yit clOXKHBIE W pa3Hble Mapoiad. Takum oOpa3oMm, eciii TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJICHHUKY NOTyYaT AOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM.

4. Ecnu T1ebs B3jOMaiM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no6aBiieHbl y T€0S B IPy3bsX, O TOM, YTO TeOsl B3JIOMAJIM M, BO3MOXKHO, OT TBOET0 UMEHH OyneT
paccbuIaThes CliaM U CChUIKM Ha (PUITMHTOBBIE CAlTHI.

5. YcranoBu HaaexHbIi napoib (PIN) Ha MoOunbHBINM TenedoH.

6. OTKIIIOYH COXpaHEHHE MMapoJisi B Opaysepe.

7. He oTkpbiBail (aiiibl ¥ Ipyrue BIOXKEHUS B MHCbMax Jake €CIM OHU NPUILIM OT TBOMX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (Daiiibl.

udposast pemyTamus

Hudpoast penyrtauus - 3TO HEraTuBHas WJIM TO3UTHBHasg HHQoOpMalUs B ceTd O Tebe.
Komnpomerupyromas uadopmaius, pasmenieHHas B MHTepHeTe, MOXET Cepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU xu3HU. «{udposas pemyramnus» - 3T0 TBOH UMUK, KOTOPBIH
¢dopmupyercss u3 unpopmauuu o tebe B MHrepHere. TBoe MecTo >KUTENbCTBA, yueObl, TBOE
(bMHAHCOBOE TIOJIOKEHUE, OCOOCHHOCTH XapakTepa M paccka3bl O OJM3KMX — BCE ITO
HaKaruiuBaeTcs B ceTd. MHOTrMe MOAPOCTKU JIESTKOMBICIEHHO OTHOCSTCS K IyOJUKAIMU JIUYHON
uHpopmanuu B VMHTEepHETe, HE MOHMMAash BO3MOXKHBIX IMOCIEACTBUN. Thl Ja)ke HE CMOXKeEIIb
joragatbes O TOM, uTo (oTorpadus, pasMmelleHHas 5 JeT Has3al, cTaja NPUYMHOU OTKa3a
npuHATH TeOst Ha paboTy. KommenTapuu, paMenienre TBoux (ororpaduii u apyrue aercTBus
MOTYT HE MCUE3HYTh JaXKe IOCIE TOT0, KaK Thl UX yAalullb. Thl HE 3HACLIb, KTO COXPAaHUI 3Ty
uH(pOpMalLMIO, MoNaja JU OHAa B IMOMCKOBBIE CUCTEMbl U COXpPAHWJIACh JIM OHA, a IVIABHOE: YTO
NOIYMAIOT 0 TeOe OKpy»Karollee JI0AU, KOTOpble HalayT u yBUIAT 3T0. Haiitu nnpopmarmio
MHOT'O JIET CIIyCTS CMOXET JIt000OM — Kak u3 J0OphIX MOOYXKIEHUH, TaK U C HaMEpEeHHUEM
IPUYUHUTH Bpel. DTO MOKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI 110 3a1HTe NM(POBON PEeNYTANNH:




1. ITogymaii, mpexkae 4eM 4To-TO MyOJIMKOBATh U MepeaBath y ceOsi B 6JI0Te WU B COIMAIILHOM
CETH.

2. B mnHacrtpoiikax npo¢uisi yCTaHOBU OTPAaHUYEHUS HA MPOCMOTP TBOETO MHPOGWIsl U €ro
COAEPIKUMOTO, CAETal €ro TOJIbKO «JJIs IPYy3€eiD».

3. He pa3memaii u He yka3biBail HHPOpPMAIMIO, KOTOPAast MOXET KOT0-THO0 OCKOPOISATh WIH
00OMXKaTh.

ABTOpCKOe NPaBo

CoBpeMeHHbIE NIKOJIPHUKA — aKTUBHBIC TMOJb30BaTenu Lu(poBoro mnpoctpanctBa. OmHAKO
JlalleKo HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTMMH BO3MOXKHOCTAMHU LU(POBOro mupa Tpedyer
COONIO/ICHN TIpaB Ha HWHTEJUIEKTYyaJIbHYI0O COOCTBEHHOCTh. TEpPMHUH «HUHTEJUICKTyaJIbHAS
COOCTBEHHOCTB» OTHOCHUTCSI K Pa3lIUYHBIM TBOPEHHSIM YEJIOBEYECKOTO yMa, HAUMHAs C HOBBIX
M300pETeHHNI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYUBaS
KHUramu, ¢otorpadusMu, KHHOGUIBMAMH U MY3bIKAIBHBIMU TMPOU3BENCHUSMU. ABTOPCKHE
mpaBa — 3TO MPaBa Ha UHTEJUICKTYyaJIbHYI0 COOCTBEHHOCTh Ha NMPOU3BEICHUS HAYKH, JIUTEPATYPhI
U HUCKycCTBAa. ABTOpPCKME TIpaBa BBICTYNAOT B KaueCTBE TapaHTHUM TOrO, 4TO
WHTEJUICKTYJIbHBIN/TBOPUYECKUN TPy aBTOpa HE OyJeT HampacHBIM, JAcT €My CIIpaBeIMBBIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysbTaTaX CBOETr0o TPyJa, MOJYYUTh MU3BECTHOCTh M MPU3HAHUE.
HukTo 6e3 paspenienust aBTopa HE MOKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSITH,
nyOJIMYHO JEMOHCTPUPOBATH, MPOAABATh, WMIIOPTUPOBATH, MYCKAaTh B MPOKAT, MyOJIMYHO
WCIIOJTHSTh, TMOKAa3bIBATh/UCIIONHATE B 3Qupe wiu pasmemarb B WHtepHere. Mcnonb3oBanue
«IHUPATCKOTOY» MPOTPaAaMMHOT0 00eCrevYeHHUss MOKET MPUBECTH KO MHOTHUM PUCKaM: OT MOTEpH
JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO yCTPOMCTBA, I/ YCTAHOBJICHA HEJIeraJIbHAs
nporpamMma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT JieralibHbie M O€CIIaTHHIE
MIPOTrpaMMbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopraJe

CereBu4ok.p) — TBOW TJIaBHBIM COBETUYMK B ceTH «MHTEepHET». 31ech Thl MOXEIIb Y3HAaTh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3bIKOM, & MPH BO3HUKHOBEHUU KPUTHYECKOM
CUTyalii OOpaTUTHCS 32 COBETOM. A TaKkKe NMPHUHITH ydyacTHE B KOHKypcax M CTaTb CaMbIM
U(GPOBBIM TPaKTAHUHOM.



